AD-A138 9578 TESTRBILITV ‘OF VLSI (VERV LRRGE SCRLE INTEGRATION? 172 -

LEAKAGE FRULTS IN CMOS. . E UNIV OF NEW ?DPK AT
. BINGHANTON Y K MALAIVA ET RL SEP 83 240-6175-
UNCLASSIFIED RADC-TR-83-202 F30602-81-CL-0222 FhG 28/12 NL

¢

— —_




. EAE N
1 g%

. . LS S . B . . 5 . f 3 -rcb»hb.bi&’

o 2R 30

ey
LRI

v
POL AL

Y

b.
‘.
‘Q
-\!
a
y,
£
‘h
\-
. Basaes: - -
| & {
+
.... ®o -
Y, ' ol ol offl oofff © 3
Y, ol o — —_ 3 g .
’. == = 7 3
i
; F32:
Y, S P EE] 4— gz
EF] . [
¥ A of of - - — 285
" ki EEFFEEETH — 1l =
£ . = L8
y & &
N @
ﬂ. —— — 2. m W
> —— <
———— — + e—— Q Z
m _ = = =
V, ]

"l
. =

-y

B T MR N

5 A

¢

TR R & - | 1 LA



r
RADC-TR-83-202 e '1
TESTABILITY OF VLS| LEAKAGE FAULTS

© JN¥ CMOS s
r~ L

> "O ..... L
% State University of New York at Binghamton 1
= oo
o Yashwant K. Malalya and Stephen Y. H. Su . ]
< o

APPROVED  FOR  PUBLIC ~ RELEASE; DISTRIBUTION UNLIMITED

This effort was funded totally by the Laboratory Directors’ Fund

ROME AIR DEVELOPMENT CENTER
Air Force Systems Command
Gritfiss Air Force Base, NY 13441

DTIC FILE COPY

84 -0 . po ~"

‘-~'. "'.A‘.V.. ..'
sl




This report has been reviewed by the RADC Public Affairs Office (PA) and
is releasable to the National Technical Information Service (NTIS). At NTIS
it will be releasable to the general public, including foreign nations.

RADC-TR-83-202 has been reviewed and is approved for publication.

APPROVED: , :
/'7/‘;"/‘ [b'. (&'—

MARK W. LEVI
Project Engineer

e (YT

W.S. TUTHILL, Colonel, USAF
Chief, Reliability & Compatibility Division

FOR THE COMMANDER: / %4/

JOHN P. HUSS
Acting Chief, Plans Office

If your address has changed or if you wish to be removed from the RADC
mailing list, or if the addressee is no longer employed by your organizationm,
please notify RADC ( RBRP ) Griffiss AFB NY 13441. This will assist us in
maintaining a current mailing list.

Do not return copies of this report unless contractual obligations or notices
on a specific document requires that it be returned.

S
e



T

RN - SR

-~ e
[ s

NEREA . Y T

RN

Lee,

| }
[ r MY

RO

AR S A

Rt A B S e T AT St w S ﬂ_-.w.‘_':- hd
[ I . X

UNCLASSIFIED

SECURITY CLASSIFICATION OF THIS PAGE (When Data Entered)

pChat e i s AR A

REPORT DOCUMENTATION PAGE

READ INSTRUCTIONS
BEFORE COMPLETING FORM

T REPORT NUMBER _ GOVT ACCESSION N
-TR-83-202

4. TITLE (and Subtitle)
TESTABILITY OF VLSI LEAKAGE FAULTS
IN CMOS

0 3. RECIPIENT'S CATALOG NUMBER

S. TYPE OF REPORT & PERIOD COVERED

Final Technical Report
July 81 - December 82

6. PERFORMING OG. REPORT NUMBER

240-6176-A

u‘ AUTHOR(s)
ashwant K. Malaiya
Stephen Y. H., Su

8. CONTRACT OR GRANT NUMBER(s)

F30602-81-C-0222

9. PERFORMING ORGANIZATION NAME AND ADORESS
State University of New York at Binghamton

10. PROGRAM ELEMENT, PROJECT, TASK
AREA & WORK UNIT NUMBERS

61102F

Pinghamton NY 13901 DPP24C1

11. CONTROLLING OFFICE NAME AND ADDRESS 12. REPORT DATE
ﬁome Air Development Center (RBRP) T r 1983

Griffiss AFB NY 13441 oy NUMBER OF PAGES

14, MONITORING AGENCY NAME & ADDRESS(!! different from Controlling Oftice) 1S. SECURITY CLASS. (of thia report)

[UNCLASSIFIED
LSame 1Sa, DECL ASSIFICATION/ DOWNGRADING
/A SCHEDULE

16. DISTRIBUTION STATEMENT (of thie Report)

FApproved for public release; distribution unlimited

Same

17. DISTRIBUTION STATEMENT (of the sbstract entered In Block 20, if dillerent trom Report)

18. SUPPLEMENTARY NOTES

|RADC Project Engineer: Mark W. Levi (RBRP)

This effort was funded totally by the Laboratory Directors'

Fund

eakage (electrical)
esting
CMOS

19. KEY WORDS (Continue on reverse side If necessary and identily by block number)

20. ABSTRACT (Continue on reverse side If necessary and identify by block number)

ith the advent of VLSI (Very Large Scale Integration), the importance of
CMOS (Complementary Metal Oxide Semiconductor) technology has increased.
CMOS offers some very significant advantages over NMOS, and has emerged verj

competitive. Therefore, testability of CMOS devices is of considerable
importance.

CMOS devices exhibit some failure modes which are not adequately represente
y the classical stuck-at fault model. A new fault model is introduced

E0ITION OF 1 NOV 685 15 OBSOLETE

DD ,%n'ss 1473

— INCLASSTEIED
SECURITY CLASSIFICATION OF THIS PAGE (When Date Entered)




A
SR S

P i
.::'-"“-:,:'l ff . “’5

XY
MNOTH

Jra

4

A .‘,

“h

i
“la,

O 2 N
. _.:_.I.,-A. "'

PV
e

.‘ﬂ

.
AN

0
[

4

[T 5
Ry

PP e e
% % st
SASL Sl
wne’a"s a s .

o

XN

LA

LN

UNCLASSIFIED

SECURITY CLASSIFICATION OF THIS PAGE(When Deta Bntered) N

ﬁhere'to represent such faults., Leakage faults are specifically examIned
in this report, such qults increase the static supply current (which is

of applying different vectors to the circuit, and in each case measuring
the static supply current. This experimentally obtained data is then

testability without any additional pins. It can detect some faults which
cannot be detected by the conventional testing.

Test generation for several basic CMOS structures is considered. Corres-
pondence between leakage testing and conventional testing is studied.

Two methods for analyzing experimental data are presented. Available
experimental data was analyzed to obtain statistical information._ Such
statistical information can be used to devise efficient test generftion

feasible and is a potentially powerful tool for testing CMOS VLSI.

e

ordinarily quite low) substantially. A leakage testing experiment consist

analyzed to obtain fault-related information. Leakage testing offers exttr

and information extraction methods. The study indicates leakage tekting i*

UNCLASSIFIED

SECURITY CLASSIFICATIOR OF Tyt DAGE(When Date Erce:

O T ST T T A T L LU L X

A

il AR T
AN S

TSR
R
.« b
S,

)
-



Sy

.

2 1

L S

.

'{_I..f.l' o

’ .l ‘."l‘ “ ".s

(] e i 7
Lol

o

» y B
'4' Fere) - N ‘s '
S SLPLPAFLY

X E

}}?J“J 2 i

EVALUATION

This work has provided a key link in establishing the possibility of designing
completely testable integrated circuits. The restrictions of such designs to classic
CMOS without transmission gates, which is required at the present state of
knowledge is known now to be a sufficient condition. It is not yet known to be a
necessary condition, and that portion which requires not using transmission gates is
thought to be unnecessary.

It is problematic as to whether the semiconductor industry has the capability
for producing parts which would have a sufficient yield when subjected to testing
and selection according to the limits which complete testability would require. In
particular, the supply leakage current limits in all states would have to be severely
reduced, causing many parts to be rejected for leakage currents which would
probably not be functionally significant in and of themselves but which would pose
the risk of masking the presence of another fault which was a functional or

reliability hazard.
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',’}:: I. INTRODUCTION
)
‘!..:‘
oy The VLSI era brings a new set of testing problems. Testing has
~: been relatively easy for SSI and MSI devices. The simple stuck-at-
\ -
.
DY fault model worked very well; it was easy to generate tests and deter-
AN
o
- mine their effectiveness. Integration on the larger scale presents s
. . A
. problems. There can be an extremely large number of possible states, -::i
.'::. :‘::-":
. and to control a node and to observe it, long sequences of operations ﬁ}?}
N r; . _._:_:_
<. are required. Accessibility of nodes can be increased. This, however, e
. o~ )
ADK generally requires additional pins, a very significant price to pay. s€{:
N \¢. ‘b~ '-.. :
K S
.\;- It is also being recognized now tht the classical stuck-at-0, stuck-at- tﬁxj‘
[ , T
: 1 fault model is sometimes inadequate. The resources and the effort ARG
o)
- required to test the newer devices are enormous. The testing of VLSI :j.:
< \ i
- devices has therefore assumed great significance. S e
.. \ .'.‘.'-\
- s
- The CMOS devices, until recently, have not been as common as bipolar RO
ottt
;hﬁ or NMOS. This was inspite of the fact that they offer several signifi- ::f~.
i
ﬂt' cant advantages over other technologies [1.1]: f{is
- Ve N
e .'_'-'
5 1. CMOS devices offer the best noise immunity for magnetically- ¢f=§
O coupled noise. It is typically 45% of the logic swing; the
- theoretical maximum for binary devices is 50%. This is
. L
. o
W because of the very sharp transfer characteristic for CMOS
-.L.A
,t‘ structures [1.2] as shown in Fig. 1.1.
L)
0
;tj 2. CMOS rise and fall time are about equal.
) R
LS St
f\i 3. For a given patterned gate line width, CMOS is about twice S
4 b
- as fast as NMOS. el
1 5 » -~"-
- SO
o e
2™, AR
-."\ o . y
N T N NN N N N -
A PO TR SRR I "Rt e e " 8y JATIETR IR A NI Sl
\..~'. 1.1\51\-‘-..\,-‘-".1 “fﬂ' "..s' O\ - . AERA
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CMOS transfer characteristic.
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4. CMOS devices can use supply voltages in a range of
magnitudes.
5. Perhaps most importantly, the CMOS static power consumption
is very small. This is because in a static situation, a
CMOS gate never has a direct (low resistance) current path
across VDD and VSS terminals,
In Fig. 1.2, a basic two inputs CMOS NOR gate is shown. For a
P-channel (N-channel) transistor to conduct, it is necessary that a
relatively negative (positive) voltage (exceeding the threshold value)

be applied to the gate, so that a channel is induced. Consider the four

possible cases listed below:

11 12 Non-conducting (off) transistors
0 0 N1,N2
0 1 N1,P2
1 0 P1,N2
1 I} N1,N2 -
S
In all four cases there is never a low resistance path between :;:i:;‘
VDD and VSS' An OFF transistor offers extremely high resistance, and ;;;é:;
only a small leakage current (of the orders of a few nanoamperes) :iiiii
flows, as is discussed later. i?%;j:
The CMOS devices had been more expensive, because they involve »f?ii
more components and until recently more processing steps. The situation i¥f:
R L

has now changed in favor of CMOS [1.3].
1. High performance N-channel wafer costs are converging to

CMOS wafer costs.
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2. CMOS layout density is approaching N-channel,
3. CAD device and circuit simulation programs are less complex

for CMOS than NMOS, because CMOS uses only enhancement

transistors.
4. TFor VLSl devices, even N-channel technology will have heat

dissipation problems; CMOS can therefore achiev .igaer

densities.
Testing of CMOS devices is therefore of special imp ¢ :e. The

concerns also arise because CMOS can exhibit failure modes, which are

not considered in classical testing.
A new approach for testing CMOS devices is considered here. It has
been a practical observation, that the static supply current (also
referred as leakage current) is very sensitive to faults and marginali-
ties in the chip. Very high leakage currents are observed in cases
when a chip has a fault or is soon to develop a fault. Various aspects

of testing via measurement of leakage currents are considered.

-. .' - .‘.-q' '('. - - > - * N S .v : Ce *, - - P

.>- -' .-‘ .- ol .. . N . - - C
PO PR VA TV YL YDV Y




[1.1]

[1.2]

(1.3]

e

N

ARV
LA IR
Y = TN RN W )

REFERENCES Eats

D.L. Wallesen, '"CMOS LSI - The Computer Component Process of -
the 80's," IEEE Computer, February 1980, pp. 50-67.

e
'
|

G.L. Schnable, L.J. Gallace and H.L. Pujol, "Reliability of AR
CMOS Integrated Circuits," IEEE Computer, October 1978, pp. 6-17. RN

Y.M. Elzig, "Automate Test Generation for Stuck-Open Faults

in CMOS VLSI," Proceedings of the 18th Design Automation Con-
ference, 1981, pp. 347-354.




T - AR QT e Y N Ve T YT T AT
SLArAILNES 4 LAE AL AL RO D . A AN . SRR : . - -
v

II. FAILURES IN CMOS DEVICES

A basic CMOS block is made up of two parts, one consisting of
only P-channel FETs and the other containing only N-channel FETs
connected in a complimentary manner. For every P-channel transistor,
PA, which is in series (parallel) to another P-channel transistor,
PB, there is a corresponding N-channel transistor, NA, which is in par-
allel (series) to another N-channel transistor, NB. Thus in contrast
to NMOS structures, the single depletion N-~channel load is replaced
by a complementary network of P-channel transistors (Fig. 2.1).
Although the complementary structure requires more transistors,

it imparts the device two very desirable characteristics. First is

that the voltage transfer characteristic is symmetrical, and has a

l“.?" *

sharp drop, giving high noise immunity. Secondly, because in a static

.,
]
e s,
.

situation, the structure always presents a very high resistance across 2

P ]

s} \'l“
1]

the supply terminals V

DD Only when the device is switching,

and VSS'

'*; ~
’- l~
momentarily there is low resistance path and appreciable current flow. ’1_;
.\_.::1
For the enhancement FET to conduct, it is necessary that a channel ?{}.
R &
should be induced. For VDS (drain to source voltage) about zero, Eg!q
it is necessary that the magnitude of VGS should exceed a certain
value, VT’ called the threshold voltage. The resistance of a

conducting transistor in CMOS devices is very low, of the order of
a few ohms. A conducting transistor will be referred to as ON in

the following discussion.
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A non-conducting transisto: (OFF) ideally offers infinite resistance.

However, if there is a significant VDS present (it can be almost equal

XX ]

7

?2 to VDD_VSS)’ a very small drain to source current, called leakage

fj current, can flow through it. For normal transistors the leakage

:: current arises because of two components. One part is because of

:§: the surface currents which depend on surface contamination and crystal-
3: plane orientation. As both contamination and circuit geometry cannot
;}. be very precisely controlled or measured, this leakage current cannot
3; be exactly predicted, but useful limits can be found by empirical

;:: methods. The other component current is the bulk leakage current

<:§ due to the reverse currents of the P-N junctions. Temperature and

'Gi voltage relationships of this are well understood [2.1]. This, how-

;:: ever, may be insignificant compared to the surface current component.
;;: It can be expected that for identical VDS’ and temperature, the transistors
ié on a single chip will have about the same leakage current. This was

w2 confirmed by our analysis of data, as will be seen later. Even

i: though the leakage current for a transistor varies somewhat from chip
13; to chip, this is not a severe problem, as small variations in a compara-
i?( tively small quantity (compared with abnormal leakage currents) are

:ﬁ; not very significant.

%if The gate leakage current can be of the order of 10—15 Ampere

o [2.2]. This is insignificant compared to drain to source leakage

\\e current. We can, therefore, assume that the isolation of the gate

tsJ from the rest of the transistor is ideal.

The causes of failures in MOS and CMOS devices have been exten-

A .
1@
»

sively studied [2.3]. Some of the significant physical failure '_:{

'n.‘n‘ DS,
Y LA

{

t
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mechanisms in CMOS are [2.4]):

--Open circuit, with a transistor or interconnection.

- T
fg --Short circuits. - if
™ ~-Threshold drift because of surface contamination. AN
. The following failure modes causing logical faults are possible
i [2.5]):
~; 1. Open or short transistor.
ey,
- 2. An open input to a gate causing the input to drift to a Eiii:
:? S-a-1 or S-a-0 condition (undefined). xﬁiaf
?: 3. An open gate transistor causing that device to drift to a i;iﬁi
Z‘ permanent open or short condition. Electrically this is
%E equivalent to mode 1.
2 4. Shorts between gate inputs or shorts from input to output.
. The faults may be classified into overlapping classes according
; to the manner in which they can be modelled:
o 1. Several failure modes can be modelled as gate inputs or f?.
{; output stuck-at-1 or stuck-at-0. The classical methods, Efi;%
{- which assume this stuck-at fault model, have worked well, fzzéj?
- and standard techniques and software packages are available iiif'
e
:; for them. However, some important failure modes cannot jt%%i:
ﬁ -~ represented by stuck-at fault model, and methods to handle ?;3;;}
é? are needed. The inadequacy of stuck-at fault model in %?:;i
.E CMOS devices has recently become a subject of ?:E;;:
T,
,E investigation. };&;}.
: 2. Short between lines will require electrical consideration ;;i;;'

before the effect of the short can be determined. Investigations
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* 1 A
.ES have been done for such faults, based on the assumption that
*;ij the effect can be logically represented as an AND or an OR
E}E operation. It can be easily seen that the assumption may not
:A always be valid. For CMOS devices, the voltage at a shorted
i;: pair of nodes will depend on the total effective resistances
§§ connecting them to the VDD and VSS lines. There, can be
e} another important effect. If two nodes are shorted, and if
j: logical values are such that the two nodes would otherwise
;E: have opposite logical values, then very high supply current
‘E: will result. This is because in CMOS nodes with logical 1
?>: are connected through a low resistance path to VDD and nodes
tﬁs with logical O are connected through a low resistance path
R to VSS' If nodes with otherwise opposite logical values are
‘ii shorted, then there will exist a low resistance path between
'Sé VDB and VSS’ drawing high supply current.
ufj 3. Some faults can be modelled as open or short transistors.
:E These were termed as stuck-open and stuck-on faults by Wadsack
‘E% [2.6]. The effect of some of them can be modelled as stuck-at :
5\} 0 and stuck-at 1 faults, but not always. Such faults (specially .i
:E; stuck-open) have recently received some attention from testing i?
'ig and simulation point of view. Wadsack had suggested techniques :;ﬁi:
.;s for simulating stuck-open faults by using then existing
Jg; simulators. The newer simulators [2.7, 2.8] can simulate
ﬁ; them in more direct fashion. The stuck-open faults can cause
'VZ combinational elements to display sequential behavior, because
:': capacitances can hold the earlier logic values. Elzig [2.7]
7.
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snd Elzig and Cloutier [2.8] have shown that stuck-open
faults in CMOS gates and complex cells can be tested by
.pplying stuck-at test vectors (generated for stuck-at O and
stu.k-at | faults) in a specific order. Chiang and Vranesic
1«.9) nave consfdered test generation for stuck-open and stuck-
on transistors by using graphical considerations.

In S, snither importantclass of faults is possible. Some
faults (en c(2use excessive leakage current to flow. Such
faults may or may not affect the logical operation. In the
latter case, they are likely to be harbinger of eventual logical
fajlures. The faults, which will be referred to as leakage
faults, can cause leakage current which can be several orders
of magnitude more than the normal value. This can cause
significantly higher power consumption and localized heating
can cause faster aging of related area on the chip. One
cause of leakage faults is threshold drift due to migration
of alkali ions [2.3]. Threshold drift causes the threshold
voltage of P-channel transistors to increase and N-channel
transistors to decrease. As shown in Fig. 2.2, this causes
the transfer characteristic to shift to the left, allowing
significant supply current to flow. When the drift has ad-
vanced sufficiently, the output voltage can no longer exceed

)/2; when the input is V hence gets effectively

(pp~Vss
stuck-at O.

ss’
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In this report a new fault model is presented which can model
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leakage faults, as well as some other important failure modes.
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III. MOTIVATION

There are several motivations for investig :ting a leakage current
based testing technique.

1. Extra testability generally requires extra components,
especially extra pins. Extra pins are a very significant overhead.
They can significantly increase the cost of the integrated circuit.
Extra pins may also reduce the reliability, as both within and outside
a chip, the number of pins is related to the unreliability. The
leakage testing technique provides extra test data (information), but
uses only already existing VDD and VSS pins [3.1].

2. 1In conventional testing, test generation for a specific fault
consists of two steps. First the site of the fault has to be excited,
and then effect of the fault has to be propagated to the external out-
puts. In leakage testing, the propagation of the effect of the fault
is automatic, as the excessive leakage current is sensed at the supply

terminals V and VS

DD s*

3. The conventional testing provides gate level resolution.

Leakage testing can give transistor-level resolution,

4. As it is considered in the next section, several important
types of faults can be modelled as leakage faults. Some faults like
those caused by threshold drift can be detected by leakage testing even
before they start affecting the logical operation.

5. Monitoring supply current is a very effective method for

testing of shorts. If the two nodes which otherwise would have had
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posite logical values are shorted, then a very high supply current
11 flow because of the low resistance path created.

6. As it is explained below, some shorted transistors may not

fect any logical operation, and hence cannot be tested by conventional
:sting. Such faults are easily detected by leakage testing.

7. The excessive leakage current is generally a few orders of
ignitude greater than the normal leakage current. Excessive leakage
5 therefore easily identifiable.

8. Leakage testing can ensure that opens are not masked during
pen's test, as suggested by Levi [3.1].

9. Besides being harbinger of eventual logical failures, excessive
eakage itself is very undesirable. It can represent power consumption
1 few orders of magnitude higher than expected or allowed for in a
lesign. In applications where power is supplied by limited overall

capability (like in a space mission), this can significantly reduce

the mission time.
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IV. THE CONDUCTANCE FAULT MODEL

The conductance fault model introduced below models switching
and resistivity of the transistors. Since the model represents the
static behavior, capacitances are not needed. As will be clear from
the following discussion, it is more convenient to use conductance
rather than resistance to characterize transistors. The model is based
on these facts:

~-An ON transistor has very high conductance (very low resistance)

1 ohm_l.

of about 10~
——&ﬁ OFF transistor can be represented by a leakage conductance.
Ideally its value is O (infinite resistance); practically a
normal transistor has a leakage conductance of the order of
10-12 ohm-l. For an abnormal (leaky) transistor it can assume
a value of 10_9 or higher.
-~The gate is well isolated from the channel. Therefore, a
transistor presents only a single path, from drain to source,
for the leakage current.

The model is represented in Fig. 4.1. It has an ideal switch which
inserts either the ON conductance or the OFF conductance in the supply
current path between VDD and VSS'

In the normal case, the ON conductance is very high and the OFF

conductance is very low. We can now consider two possible situations

for faulty behavior.
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MODEL: \ SWITCH

ON OFF

CONDUCTANCE CONDUCTANCE

(NORMALLY HIGH) (NORMALLY LOW)

TRANSISTOR MODEL

Fig. 4.1: The conductance fault model. -
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1. The ON conductance can be too low. This corresponds to the

NN situation when the path between VDD and VSS is open. This .
~-:\ ) .
N corresponds to stuck-open faults. e
F;' 2. The OFF conductance can be too high. This will cause an ex- R
to cessive leakage current whenever appropriate VDS (VDS = .
;;; VDD - VSS) is present. We term this a leakage fault. In the ;?ifé
S extreme case, when the abnormal OFF conductance approaches s
[,
:«} normal ON conductance, it corresponds to the stuck-on faults. f:j{f
e O&
:}{ The stuck-open and stuck-on faults can occur in both MOS and CMOS :ﬁf:}
.J -.
AN
}5j devices. They were first identified by Wadsack [4.1]. Test generation
A4 -
_{{ for them has been considered in [4.2, 4.3, 4.4], simulation [4.1, 4.5, e
:;: 4.6] and testable design in [4.7]. Only the leakage faults are considered Z3nf
WY
2 in this report. PR
{
3N Because of its simplicity, the conductance model is suitable for )
Yo :
4L . . ..
> simulation. If dynamic behavior is also desired (for example, for -
.'._‘- :‘
e handling the sequential behavior of stuck-open faults), appropriate ;;;
- capacitances have to be added. o
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V. TESTING BY MEASURING LEAKAGE CURRENT .ifq

The leakage current in CMOS is controlled by the OFF transistors

with appropriate voltage across them. By applying different input
vectors to combinational circuits (input and state vectors for sequen-
tial circuits) different sets of transistors can be made to control the
overall supply current. One can, therefore, measure the supply current
under different vectors and then extract some information about the
transistors from the data.

Example 1: Consider the NAND gate shown in Fig. 5.1. To keep the
expianation simple, let us assume that the integrated circuit chip
does not contain anything else. The overall conductance of the chip
under each vector can be measured by measuring the supply current and
dividing it by the supply voltage. If the OFF conductances of transistors
NA, NB, PA, PB are represented by C(NA), C(NB), C(PA), C(PB), and if

the measured conductances under input vectors 00, 0l, 10, 11 are indi-

-~
N

-~

]

cated by CO’ Cl’ C2, C3, respectively, then the following conductance

equations are obtained.

Measured
Vector Unknowns Values
A B
-1 -1.-1

0 0 [C(NA) + C(NB) 7] = C0
S 0 1 c(NA) = C,
1 0 c) = c,
RN 11 C(PA) + C(PB) = C
V7! 3

ST N L
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We thus obtain a set of equations where conductances of different

transistors are unknowns. In the above set, values of C(NA) and C(NB)
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are given immediately. Since transistors PA and PB are in parallel,
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there is no way to distinguish between C(PA) and C(PB), and thus

C(PA) + C(PB) should be treated as a single variable. The first equa-
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tion is dependent on the rest and hence provides only redundant
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information.

After the conductances of different transistors or groups of
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transistors in parallel are obtained, it can be checked if they are less

than a specified value. If the conductance of a transistor is greater

-

) than the maximum allowed, it can be regarded as faulty. Because of

.\ I.. l‘

restricted experimental accuracy, the lower bound of acceptable range

. e
el
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can neither be defined nor used.

The above procedure, which can be called equation-solving method,

L

ENANEN

can easily be applied to individual NAND, NOR and inverter gates, as well

as their fanout-free networks. In general, however, several problens

are encountered.

P AN
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--Nonlinear terms may be involved, these will make solving the

set of equations difficult to automate.
~=If all possible vectors are used, a large number of equations
are obtained. The equations are not, in general, linearly

. independent. After the redundant equations are removed, there

- b
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might be fewer equations than variables. It is still possible

to extract information from these equations. The equations

can be considered as constraints and maximum and minimum values

s
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of variables can be obtained.
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Transistors with minimum conductance values more than allowable
maximum are definitely leaky. Those with maximum conductance values,
less than allowable maximum, are definitely normal. However, all this
would require large computation time. An alternative way is to use

set-theoretic methods based on probabilistic aspects of the problem.
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VI. CONSIDERATIONS ON TEST GENERATION

Like in conventional testing, test generation for leakage testing

require two considerations. First is to sensitize the fault so that

its effect can be examined. 1In leakage testing, a transistor is sensi-
tized if it is OFF, and its terminals are connected to VDD and VSS
through low resistance paths. If the transistor is leaky, it will
present a low resistance path between VDD and VSS and high leakage

current will flow. The second consideration is to minimize the test

set. We define a minimal complete leakage test set (MCLTS) for a CMOS

circuit as a minimal set of tests capable of generating the maximum

. s
oo,

possible information about transistor leakage conductances, i.e.,

WAL NN

capable of generating the largest set of independent equations containing
conductances.

For very simple structures MCLTS can be generated in a simple way.
Consider, for example, individual inverter, NAND and NOR gates. The
transistor level diagram of these gates and their corresponding MCLTSs
are given in Fig. 6.1. The stuck-at faults tested by the same tests
are also included for comparison.

For individual complex cells, an algorithmic way to generate

j’%\~»NA__HA MCLTs is possible. A graph-theoretic method is presented here. Let

us consider the'éiééfrical lines, the nodes in a graph, and let the

.
A

:,‘ transistors be the edges. A cut-set is a set of transistors, removal .'":3
O . \.-. ,f.‘J
S, S OAS
N of which will divide the graph into two separate parts. For example, .}\'\
e I"«F“-

¥
e

in Fig. 6.2 {AP,CP} and {CN,DN,EN} are two of the cut-sets. A set of
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independent cut-set generates independent equations. We will view the

graphs as consisting of several subgraphs, called serial groups, all

connected in series. In Fig. 6.3, there are four serial groups, con-
sisting of the {AP,BP,CP}, {GP,DP}, {EP} and {AN,BN,CN,GN,DN,EN}. The
test generation method consists of the following steps:
1. 1Identify all serial groups.
2., For each serial group, find the largest set of linearly-
independent cut-set.
3. Generate a test vector for each cut-set such that the
transistors in the cut-set are OFF and are connected to both
VDD and VSS through a low resistance path.
Example 2: For Fig. 6.2, the independent cut-sets are given below:
{AP,CP}, {BP,CP}
{Gp,DP}
{EP}
{AN,BN,GN,EN}, {CN,GN,EN}, {CN,DN,EN}.
Consequently, a minimal CLTS is (in terms of A,B,C,D,E,G): 101000,
011000, 000101, 000010, 001100, 110100, 110001.
An important result for complex cells (NAND and NOR gates are
special cases of it) is given below:
Theorem 1: For any individual complex cell, a MCLTS consists of
n/2+1 tests, where n is the number of transistors.
Proof: Consider first the structure of complex cells. Starting
from an inverter, any complex cell can be formed by a number of modifica-
tion steps. In each step, two transistors (one P-type, other N-type)

are added, one in parallel with a set of transistors (or a single
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Fig. 6.3: A common transmission-gate structure.
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transistor), and the other in series with the complimentary set of
transistors in the complementary part. For a complex cell with n
transistors (n-2)/2 such steps are needed.

Each modification step adds only one additional independent cut-set.
The transistor which i§ added in parallel to a set S of transistors,
simply has to be added to all indpendent cut-sets of S. The transistor
which is added in series to the complementary set of transistors S§' will
require an additional cut-set.

An inverter requires two cut-sets. The rest of n-2 transistors
will add (n-2)/2 cut-sets. Thus the maximal number of independent
cut-sets as well as the number of tests required is 2+(n-2)/2 = n/2+10

A MCLTS for a circuit consisting of a number of gates, complex
cells, etc. will contain a MCLTS for each element. For such circuits,
MCLTS can be obtained by considering all available test patterns, and
then removing those which provide only redundant information. If an
incomplete set of tests is available (for example, those generated
for stuck-at testing), the set of undetected faults can be obtained by
simulation. Additional tests for these undetected faults can be
generated and added.

NAND, NOR and inverter-gates and complex cells provide a circuit

that connects V

DD Conductances of these elements appear in

and VSS'

parallel across V__ - V.. lines. The overall conductance is then

DD SS
simply the sum of conductances of all elements.
The transmission-gates can complicate the situation by creating
cross-paths. A common transmission gate configuration is shown in

The transmission gate T(T) presents a low resistance path

Fig. 6.3.
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when CL=0(1) for either direction, otherwise, both transistors are

OFF, and it presents a high resistance path. The voltage across T in

Fig. 6.3a is always zero in a static situation, hence it will never

contribute to overall conductance. The transistors in T cannot be
tested for leakage faults. The leakage in the transistors in T can be T{f'
tested if it is OFF, and outputs of Il and 13 (since T is ON) are of ﬁég{f

opposite logical values. The conductance of transistors in T will

appear across VD in parallel with other elements.

and VS

D s’

Relationship Between Logical Testing
and Leakage Testing

It is important to consider the relationship between logical and
leakage testing. Let us first consider only networks consisting of
inverter, NAND and NOR gates.

Each gate consists of a set of serial elements (s.e.) which are
transistors or a parallel combination of transistors. As no distinction
can be made among a set of parallel transistors, they are regarded as
a single s.e. Each s.e. allows a small leakage current when it is QFF.

Theorem 2: For an independent NOT, NOR or NAND gate, the minimum

stuck-at fault test-set is the complete leakage test-set (test-set which

enables the leakage current of each s.e. to be determined). From this

set each test pattern tests one s.e. for leakage current as well as

one stuck-at fault set containing at least one unique fault not tested F;'
by other vectors.

Proof: The proof is apparent when one considers the tables in
Fig. 6.1. For example, A stuck-at-1 is only testable by AB=0l for the

NAND gate. S
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(f Corollary l: For a NOT, NOR or NAND gate, whenever the leakage :7

current is determined by a single serial element, the corresponding
stuck-at fault-set is tested and vice-versa.
Now let us consider a leakage test experiment. Each gate con-

- stitutes a parallel path for the total leakage current. For aiy jth

NENCNENL PR
e

vector the total measured leakage conductance includes the contribution

LA
2
.

from each gate:

L (contribution from gate i under vector j) = C..
i h|

N T o
BRI A
* s e + & m &

Contribution from each gate would either be controlled by a single

:. 1 l'. ]
’» A

]
.

(]
B MV

s.e. or by a series combination of s.e. For a gate, let the leakage

conductance due to the kth s.e. or unique series combination of serial

PR
x

{ elements be denoted by Ck' Then a v by s matrix M, consisting of 1's
. and 0's can be written such that

< M-C =C,. (1)

where v is the number of input vectors and s is the total number of
serial elements and unique series combinations of all gates. An element

of M, mkj = ] whenever kth element contributes conductance when jth

‘

vector is applied, O otherwise, k =1,2,...,5s and j = 1,2,...,v.

Example 1 shows the set of equations for v = 4, s = 4. The first RS

[l SENER
il‘

equation contains a series combination of serial elements. The last ST

i

equation deals with the contribution from a serial element consisting
. of PA and PB in parallel.

Eq. (1) is a system of linear equations in Ck's.

that for a minimal stuck-at fault test-set, the resulting system of

Now we will show R
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equations is linearly independent. We will do so by considering only
those columns of M which correspond to a single s.e. If the rows of
M are linearly independent when some of the columns are not considered,
then they are also linearly independent with all the columns. Let us
form a matrix M* which has only those columns of M which correspond
to the s.e.'s of all gates. For instance, in Example 1, the M* contains
columns corresponding to elements NA, NB, and the parallel combination
of PA and PB.

Theorem 3: If M* is obtained for a minimal stuck-at fault test-set,
then all its rows are linearly independent.

Proof: Consider a vector p (corresponding to a row), it must test
at least one stuck-at fault f1 which is not tested by any other. The
fault f1 corresponds to the leakage conductance controlled by a specific
s.e., and hence the corresponding row of M* has a 1 in the corresponding
place. No other row can have a 1 in this column, because it would mean
that another test-vector, say q, would cause contribution of this s.e.
to its total leakage conductance, which in turn would mean that q also
tests fl'

Since each row of M* has a 1 in a column, where no other row has a
1, all the rows are linearly independent.

If a stuck~at test set is available which is minimal and complete,

then by Theorem 3, all equations generated will be linearly independent,

. e

’, S
't

‘QL e

and by Corecllary 1, all s.e. will be tested (i.e., their conductance

o
¢

’
e e

will appear in the total conductance measured). This leads us to the

R

following important result:
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Theorem 4: For a network consisting of only inverter, NAND and

NOR gates, a minimal complete stuck-at test-set will generate a set of

equations in which (i) all equations are linearly independent and

(ii) each variable will appear at least once.

. This suggests that for such networks, a minimal stuck-at test-set ._L
L can be used as a starting point for generating a MCLTS. This also S
e R
L indicates that leakage testing and logical testing based on stuck-at fif”ﬁ
o

4
2

fault-model can be done at the same time since a large fraction of

e vectors are good for both.

VRN X

a2

- Correspondence between logical and leakage testing is even better

if stuck-open and stuck-on fault model is used, which is perhaps more
appropriate for MOS and SMOS because:

--A logical test, which tests for a stuck-open transistor, will
turn its complimentary transistor OFF, with about VDD - VSS
potential across it. It is, therefore, a leakage test for the
complimentary transistor.

--The stuck-on faults are not always testable by logical testing.

{f In order to excite a stuck-ON transistor, a vector is necessary
to turn the transistor-under-test OFF, and to connect its
through low resistance paths. If the

terminals to V and VS

DD S

transistor is indeed stuck-ON, the output of the gate or complex

.

cell containing this transistor will be connected to both VDD

through low resistance path. The logical output can then

By e
,l..*.‘.

and VSS
be either the same as or different from the normal output

depending on the resistance involved. Generally, stuck-ON faults

in the load part cannot be detected by logical testing (6.1).
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Leakage testing is very effective in this case. Any stuck-ON
fault will be automatically tested when the complimentary
transistor is tested for stuck-open faults.

Therefore, leakage testing can be effectively and naturally combined

with logical testing for stuck-open faults.
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VII. ANALYSIS OF EXPERIMENTAL DATA: METHODS

In order to evaluate the effectiveness of leakage testing,
a probabilistic analysis of the problem is required. This requires
analysis of experimental data. Some data is available from '"Digital
Microcircuit Characterization and Specification" [7.1]. It includes
device description and supply current data for five CMOS devices.
Several samples of each device were examined for logical integrity and
leakage current under different vectors. All had logically correct
performance but the leakage current was excessive in some cases. We
analyzed the data to seek the following information:

1. Identify possible leaky transistors.

2. Calculate the average normal leakage conductance and its

variance.

3. Find the distribution of abnormal leakage conductance.

The average normal conductance per transistor for a chip can be
determined by using either Procedure A or Procedure B given below.
It is assumed that all normal transistors within a chip have about equal
conductance, as is suggested by the experimental data. Some transistors
may have dimensions different from the rest; their conductance will be
different from others. This fact can be taken into account if desired,
but can be ignored without significantly affecting the accuracy. For

simplicity, the effect of protection diodes is also ignored here.
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{. Procedure A

E 1. Assume each transistor has unit conductance of G ohm-l.

g 2. For any specific input vector Vi, the transistor level diagram

s can be used.to compute the total conductance. Let it be equal

i to NiG where Ni is not ncessarily an integer.

E 3. For this same vector Vi’ let the measured conductance be Ci'

4 Then for Vi the average conductance per transistor is given by

: G = Ci/Ni'

é 4. Steps 2 and 3 are repeated for all vectors, and the resulting
values are averaged.

Y

‘l The disadvantage of Procedure A is that a lot of work is required

;i because the entire circuit has to be analyzed for each input vector.

A8

‘u An approximate procedure can be found which requires significantly less

-; work because only one element of each kind has to be analyzed for all

o4

hj input vectors of that element. This, called Procedure B here, is

L based on the following observations:

:ﬁ 1. Experimental data shows that the total normal conductance

2 is about equal for all vectors [7.1].

2. The transistor level diagrams for several circuits such as
- BCD-to-Decimal decoder, a section of ALU, were analyzed for
all input vectors. For each circuit, assuming all transistors
have equal conductance, the total conductance was found to
be about equal for all vectors.

We can, therefore, reasonably assume that in general, for devices

with more than just a few gates, all N, are about equal. The assumption

i

»
/'/‘fj. "
R ]
.

should be even better for larger devices, since the sample size is

T
e
,

.
L) '.D'..' “ ,-

.
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greater, and the average should be closer to the expected value.
Exceptions to this may be possible for devices with very regular struc-

ture and regular signal values. Such cases can be handled by Procedure A.

Procedure B
1. Identify basic elements such as gates, complex cells, etc.
The total conductance of the device is equal to the sum of

the conductances of the individual elements.

For each element, find conductances for all Vi and average

them to find average conductance. This, of course, assumes
that the occurrence of all vectors are equally likely.

The approximate average conductance for a chip is given by
the sum of average conductance of all its elements. Let this
be equal to MG, where M is a positive number, not necessarily
an integer.

The average conductance per transistor is then given by

average of measured conductances
M .

G =

Steps 1 and 2 can be carried out for a number of commonly used
elements, and the results can be used to analyze any general circuits.
Inverter (Fig. 7.1): For an inverter only two input vectors, 0

and 1, are possible. The conductance in both cases is G, hence the

average conductance is G.




=

Fig. 7.1 Inverter.

PA PB|PC

NC

Fig. 7.2: 3-input NAND gate.
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Conductance Value
Input Controlled by in G Average
0 N 1
1
1 P 1

Table 7.1: Conductance for inverter.

Notice that the overall conductance value is controlled by a subset
of the OFF transistors. The ON transistors will not show up in the
total value,

NAND and NOR gates (Figs. 7.2 and 7.3): Let us first consider

three input NAND and NOR gates (Tables 7.2 and 7.3). The results can

be easily extended to NAND and NOR gates with any number of inputs.

Inputs Conductance Value
A B C Controlled by in G Average
0 0 0 S (NA,NB,NC) 1/3
0 0 1 S(NA,NB) 1/2

0 1 o S(NA,NC) 1/2

X
.

0 1 1 NA 1

v:"ﬁ

1 0 O S(NB,NC) 1/2

", A7y

1 0 1 NB 1
1 1 0 NC 1

1 1 1 P(PA,PB,PC) 3

Table 7.2: Conductance for NAND gate.



R N,

BT T

U

LT
A
t NOR gate.

Transmission~-gate pair (type 1).

B r - - "' ——y ~'b‘ wp
d o ﬁi.:iﬂ ot I 2
PO ————— D e haad - ! a,

3 — = | 3
b . b H nla“ g _’ .ﬂ‘
v — T
. = |
v' l» _ £x)
] <<
, T 5
’, “ N ! i
v —_ - -
v -
5
T | : ]
v 5
2 .
,V. = )]
> a
| Fze
b
' »
“-
b,
4
b,
w. PRI
.

. o -.--- *A
. KR A
: ¢
4
ye

—
44
o8

A

o

LRARIP
AL

L o

D It

AR -N\‘ ”
8, %y Lo to 0 4



> . TP e e et Sadi A Mt A At St T i o
(MM IR S 50 3= L ANCAFL MR A I S A P AL IR SO O R S it S ARS AR AT A

.

raT

K
AT
|
o

Ceg
-

45

In the table, S(NA,NB,NC) and P(PA,PB,PC) etc. imply the serial

or parallel combinations of the transistors in the parenthesis.

Inputs Conductance Value
A B C Controlled by in G Average

0 0 0 P (NA,NB,NC) 3
0 0 1 PC 1
0 1 0 PB 1
0 1 1 S(PB,PC) 1/2

1 0 0 PA 1

1 01 S(PA,PC) 1/2
1 1 0 S(PA,PB) 1/1

1 1 1 S(PA,PB,PC) 1/3

Table 7.3: Conductance for NOR gate.

The average conductance for both NAND and NOR gates is the same.
If all input vectors are equally likely, the average conductance for an

n-input NAND and NOR gates can be computed. One input vector will turn

all parallel tramsistors OFF, giving conductance equal to n*G. A vector
that turms k series transistors OFF causes conductance of G/k. Of n
series transistors, k can be chosen in (ﬂ) = (n!)/(k'n-k!) ways. The

average conductance then is
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LA A T A of

For example,for 2, 3 and & input NAND or NOR gates the average
conductance is 1.125 G, 0.979 G and 0.786 G, respectively.

Transmission gates: Transmission gates (TG) are generally used

in pairs or in groups. Some common configurations are considered
below.

In Fig. 7.4, the output Z can be chosen to be equal to either A or
B. Let us assume that inputs A, B and C may independently assume any
values. Remembering that an OFF transmission gate has both P-type and

N-type transistors OFF, we can get Table 7.4.

SR, ettt . .
R ATRERERE] B . N i

- LTI SA S RO )
. 2 e -

O PR .
c N L

P TN N N L.

Inputs Conductance Value il .:1
s B C Controlled by in G Average el
0 0 O - 0 ;{ v

S

0o 0 1 - 0 RIS

oy

0 1 o0 P(PB,NB) 2 e N

0 1 1 P(PA,NA) 2 S

1 isacokny

1 0 0 P (PB,NB) 2
1 0 1 P(PA,NA) 2

1 1 0 - 0

1 1 1 - 0 ??~
Table 7.4: Conductance for transmission gate pair in Fig. 7.4. -
The second configuration is shown in Fig. 7.5. Here A or its
complement A is selected. In Table 7.5, the conductance of the
transmission gate pair only is given. In this, and in the following '_‘f,'f‘;‘"
tables, conductances of the inverters are not included in the tables. fi:;ﬁzﬁ
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Conductance
Controlled by Average

P(PB,NB)
P (PA,NA)
P(PB,NB)

P (PA,NA)

Table 7.5. Conductance for transmission gate pair in Fig. 7.5.

In Fig. 7.6, the output value Z is fed back through two inverters.
The loop serves as storage element. When TG A is ON and TG B is OFF,
there is no leakage current as voltage across TG is zero. When TG A
is OFF and TG B is ON, there will be a conductance of P(PA,NA) = 2 G,
whenever the input A differs in value from the value in the storage

loop.

Conductanc
Controlled oy

not possible
P(PA,NA)
not possible

P(PA,NA)

Table 7.6: Conductance for transmission gate pair in Fig. 7.6.
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A more complicated situation is shown in Fig. 7.7. The feedback
loop contains a controlling element (a NOR gate in this case) with a

controlling input. Notice that the total number of inversions within

the loop is even, as is required for operation as a storage element.
The TG B affects the total conductance when the controiling input
breaks the loop and opposite logic values on the two terminals of the

TG B are hence possible.

Inputs
A B C D Controlled by in G Average
¢ 0 0 O - 0
0o 0o o0 1 - 0
o 0 1 o - 0
0O 0 1 1 - 0
0 i 0 o0 not possible -
0 1 0 1 not possible -
0o 1 1 0 P(PA,NA) 2
0 1 1 1 not possible -
0.8
1 o 0 O not possible -
1 0 o0 1 P (PB,NB) 2
1 0 1 0 P(PA,NA) 2
1 0 1 1 P(PA,NA) 2 o
1 1 0 0 - 0 "
1 1 0 1 not possible - :ﬁfj
1 1 1 o - 0 s
i, J
1 1 1 1 not possible - ;;}ﬁﬂ;
Table 7.7: Conductance for transmission gate pair in Fig. 7.7. ké}*i
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Fig. 7.8 shows n TGs used in a group. At any given time only *—f;J

one TG is ON, and the other (n-1) are CFF. For any OFF TG, the

probability that the logical values across it are different is 1/2. As

v
T

'

an OFF TG with different logical values across it contributes 2 G to

Y

the total conductance, the average conductance for the structure is e

(1/2)(n-1)+ 2 G = (n-1)G. This assumes that each TG has 1/n probability o

of being on. However, if it is allowed that all transmission gates may
be OFF (i.e., if the boolean expression Cl + C2 + ... + Cn is not

identically 1), then the average conductance is

1 n2
(n-1) + ——< + n = G.

_n_ n_
(n+1) n+l

n+l

In other situations, when several transmission gates are used in
a cluster, each situation will require individual analysis.

Complex cells: As different complex cells have different structures,

each has to be analyzed separately. Let us consider the complex cell

shown in Fig. 7.9. The corresponding conductances are computed as shown

o in Table 7.8.
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Conductance
Controlled by Average

P(S(N1,N2),S(N3,N4))
P(S(N1,N2),N3))
P(S(N1,N2),N4))
P(P3,P4)

P(N1,SCN3,N4))

P(N1,N3)
P(N2,N4)
P(P3,P4)
P(N2,S(N3,N4))
P(N2,N3)
P(N2,N4)
P(P3,P4)
P(P1,P2)
P(P1,P2)
P(P1,P2)

S(cp(P1,P2),P(P3,P4))

Table 7.8: Conductance for complex cell of Fig. 7.9.

Other structures: Sometimes inverters with connected--AND and

connected-0OR structures are used, as shown in Figs. 7.10 and 7.11.

They require fewer transistors then would otherwise be required.

The corresponding conductances for connected-AND and connected-OR

are given in Tables 7.9 and 7.10 respectively.
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VIII. ANALYSIS OF EXPERIMENTAL DATA: RESULTS

The available data is for five devices [8.1]. Few chips of each
type were examined. All had logically correct performance, but some
exhibited excessive leakage. The GE report [8.1] assumes leakage to
be excessive when the supply current exceeds 500 nA. However, by a
cursory examination of the data, it appears that 100 nA may be a more
natural limit for these devices. This view is supported by the
processed results.

In the following analysis some simplifying assumptions are made:

1. All devices use the same technology and approximately the same
transistor dimensions.

2. Protaction-diodes have been ignored for simplicity. It is
not clear how much conductance they contribute. As all
devices considered here have a large number of gates, this
assumption should not significantly affect the accuracy.

3. Only a few transistors are more likely to be bad than a
large number of transistors. When some (but not all) vectors
cause excessive leakage of approximately the same value, it
is probably from the same equivalent leakage fault-set. It is
assumed that only one particular transistor in the equivalent
leakage fault-set is leaky.

4. For some of the devices, the report [8.1] gives only gate-

level diagrams. As for them the transistor-level diagram

e TSy T Ry oYY TRy T W\ Yy T Te T e Tw L L T. ™ A4
A O N R JU R
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were not obtainable, it has been assumed that the gate-
level diagrams directly represent transistor-level diagrams.
A note is required here to explain the computation of conductance.

The devices are divided into components, which were individually examined
in the previous section. The total conductance is the sum of contri-
butions of individual components. The method is based on this observa-
tion. If an OFF transistor (or a group of transistors) connect the
two nodes which have the opposite logical values 0 and 1, then the
transistor (or the group) is essentially connected between V__ and

DD

vSS’ through low resistance connections. Its conductance, thus, can
be added directlv to the rest of the total conductance to obtain the

total conductance.

The analysis for the five devices 1is presented below.

A: (CD402BA BCD-to-Decimal Decoder

Fig. 8.1 gives a gate-level diagram for the device. Table 8.1
gives a set of vectors, which were applied to five different chips and
the corresponding leakage current values measured.

It is instructive to compare the average conductance values used

for Procedures A and B. By examination of individual vectors and the

transistor-level diagram, values in Table 8.2 were obtained.
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Input Vector Total —;;;j
D C B A Conductance in G Average ﬂ,;‘ﬁ
6 0 0 O 39.3 )
0o 0 0 1 38.3
0 0 1 0 35.3
0 0 1 1 38.8 *
o 1 0 o 37.8 37.7 __}
o 1 0 1 e
0 1 1 0 38.8 DR
0 1 1 1 38.8
1 0 0 o© 36.3
1 0 0 i 36.3

Table 8.2: Conductance values for CD4028A.

Using Procedure B, we have

26 inverters 26 x 1

4 2-input gates 4 x 1.125

6 3-input gates 6 x 0.979

2 4-input gates 2 x 0.786

38 gates M = 37.94
};f The approximate value 37.94 is quite close to the individually
F!? computed values of 36.3 to 39.3 with average 37.7.
E;; It can be seen by inspection of Table 8.1 that the chips 1, 2 and

e 5 show only normal leakage currents. Chip 3 shows normal leakage of

ﬁg! 1.13 nA and abnormal leakage of about 1.73x105 nA. Since the abnormal




et A Tt 2 A T N DA I R A
IR N L PSR N S

62

el _‘J1:-‘:.\‘-13.‘-‘\—~.\ SR et A saie M A .':‘_‘: AR ~\- AT AR A P A A g IAERA ?1

leakage values are about the same (allowing for limited measuring
accuracy), it is likely that they are caused by a single transistor.
Chip 4 shows normal leakage of about 0.462 nA (average) and abnormal
leakage of 2.9x105. The normal per transistor conductance can be
obtained by dividing the average normal leakage current by 15 volts

x 37.94. As the abnormal leakage current is assumed caused by a single
transistor for chips 3 and 4, the abnormal transistor conductances for
them are obtained by dividing the abnormal leakage current values by

15 volts. The results are shown in Table 8.3.

Chip

Normal Con- _
ductance Per 3.19x10
Transistor

13 12 12 13 13

8.78x10" 1.98x10~ 8.12x10° 3.58x10°

Abnormal _
Transistor - - 1.15x10
Conductances

5 5

1.93x10° -

Table 8.3: Conductances for CD4028A in ohm_l.

For both chips 3 and 4, it is possible to identify a small set of
transistors which includes the leaky transistor. For chip 3, it can

be seen that excessive leakage of about 1.7x105 nA occurs whenever

output line 0 is logically 0. When output line 0 is logically 1, A 4
excessive leakage does not occur. Assuming that a few transistors are R
more likely to be faulty than a large number, we can suspect that there

is leaky transistor in the three gates associated with the output O. ﬁ.i:ﬂ!!

As the faulty transistor is sensitized, when the output 0 is logically O, f:f}{:ﬂ
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vector 0000 is applied.

all three series transistors are leaky.
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equivalent, no distinction can be made between them.

P-type in inverter G2, N-type in inverter G3}.

CD4029A Presettable Up/Down Counter

CMOS structures:

were required.

P

>0 0

5 inverters

1 TGP, type 2

:3: 1 TGP, type 3
2 TGP, type 4

13 gates

Fig. 8.2 gives a gate-level diagram for the device.

.- level diagram for the flip-flops was available (Fig. 8.3).

was constructed from the gate-level descriptionm.

For each of 4 flip-flops:

5 x1 (in G)
2

0.66

0.8 x 2

9.26
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the leaky transistor is sensitized (i.e., normally OFF) when input
The suspected transistor set (STS), then, can
e be narrowed down to {N-type in inverter G4, P-type in inverter G51}.
The NOR gate in series with G4 and G5 would produce the effect only if

The faults in the STS are

Similarly for chip 4, the STS is {N-type transistors in NOR Gl,

The transistor-
For the

:;_ rest of the device, transistor-level diagram was not available, and

It was assumed that

inverters, NAND and NQOR gates, complex cells and

connected-AND and OR gates were used so that fewest number of transistors

Using Procedure B, we can find the approximate average conductance.
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(' Common circuitry: <
$ 10 inverters 10 x 1
23 4 complex cells 4 x 1.75
AN
~ 6 connected gates 6 x 0.5
- 8 2-input gates 8 x 1.125
- 2 3-input gates 2 x 0.979
- 2 4-input gates 2 x 0.786
N 32 gates 32.53
N
- Total:
N
D Common circuitry (32 gates) 32.53
:: Four flip-flops (52 gates) 37.04
o 84 gates 69.57 = M
i
. Table 8.4 gives a set of vectors and corresponding leakage current
L
~? values for five chips that were examined. It is seen that several
e
2 ranges of values are obtained. The mean and standard deviation for
o these ranges are listed in Table 8.5
%
%
o
N
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.‘ ~ Chip
L 1 2 3 4 5 Fe
e Normal - 7.98,8 - 0.684,0 1.65,0.29 S
- Abnormal  380,6.58 - 207.9,40.68 133.37,0.52 - R
o Abnormal  1.54x10%,0.037 -  1.8x10%,0  828,0 -
N
:;f Table 8.5: Leakage current ranges for CD4029A.
bt
A
A "‘,
-i? The top row represents normal leakage (according to our presumption).
AR\
- The large standard deviation for chip 2 indicates that some transistors
5 . have slightly large (but still normal) leakage compared to others.
':f The values for chip 4 require some explanation. There are four sets
St
:f: of values, about 133, 961, 828 and 0.684 nanoamperes. The value 0.684
\.' -
{ does not involve any leaky transistors, The values of about 133 and 828
{i nA appear to be caused by two different transistors. The values of
S 961 (133+828) nA is obviously caused by sensitization of both leaky
' transistors. The most reasonable assumption is that there are two leaky
ﬂf transistors in chip 4. The normal per transistor conductance and the
N
~
:} normal transistor conductances are listed in Table 8.6.
“n
”
Chip
- 1 2 3 4 5
- Normal Con- -12 -3 -12
o ductance Per - 7.64x10 - 6.55x10 1.58x10
s Transistor
-': -8 -8 -9
e Abnormal 2.53x10 - 1.38x10 8.89x10 -
ny Transistor -6 _7 -8
@ Conductances 1.02x10 - 1.2x10 5.52x10 -

Table 8.6. Conductances for CD4029A in ohm L.
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Some suspected fault sets can be identified. For chip 1, the

" supply current of about 1.5x104 correlates with B/D=1. The suspected

fault set is {P-type in inverter Gl, N-type in inverter G2 and the

appropriate N-types in NAND gates G3 and G4}.

C. CD4034A of Stage Bi-directional Paralledl/Serial

Input/Output Bus Register

Fig. 8.4 and Fig. 8.5 show the gate-level diagram of the device.

Fig. 8.4 was obtained by using a transistor-level diagram which was

B A2 ) Nl i iinh Al Al Sl Nl Tl Yl e

available.

The approximate average conductance can be calculated as follows.

Common:
10 inverters 10 x 1
4 2-input gates 4 x 1.125
1 3-input gates 1 x 0.979
1 complex cell 1 x 1.44
16 gates 16.92 G
One of eight stages:
l1-0f~3 TG group 1 x2

l-of-2 TG group

1 x 1.33 (both may be off)

2 TGP, type 3 2 x 0.66
15 inverters 1 x 15
24 gates 19.66 G

. ¥
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k.' Total:

,Qi Common (16 gates) 16.92

A

.}ﬁ 8 stages (192 gates) 57.28

" 208 gates 174.20 = M

?: Table 8.7 shows the leakage current values for the four chips

‘:: tested. The average normal and abnormal supply current values
. are shown in Table 8.8.
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L U ¥

Chip

3 R R
LT fata
R . S
.o .

- N A
e o
L, .

A

1 2 3 4 .- o
Normal 3.8, 0.44 32.5,16.91 2.66,0.14 5.04,0.56 e

Abnormal 1990,22.36 - 315,19.15 - e

Abnormal - - 8.9x105 -

Table 8.8: Leakage current ranges for CD4034A. ;;‘J:
The normal and abnormal transistor conductances are listed in ;Q.ti
Table 8.9. T
Chip RN
1 2 3 4 G
Normal Con- SN
ductance Per  1.45x107'2  L.2ax10™''  r.o2x107'? 1.93x10712 s
Transistor RN
-7 -8 )
Abnormal 1.33x10 - 2.1x10 - S
Transistor s el
Conductances - - 5.8x10 - -..:

s e
'-'I/.
[
74
n

e
r .

Table 8.9: Conductances for CD4034A chip. OO

TN

For chip 1, the values of about 1990 nA are correlated with ?if‘
S
A/B=1. The suspected fault-set consists of these {PA/B in the complex ;j{jii
cell, PA/B in the NAND Gl, P in inverter G2, N2 in NAND G3, N in inverter .':ﬂ?f
- @
G4, P in inverter G5}. MR
For chip 3, the causes of 8.4x10™° and about 320 nA leakage are  {{';£

not readily identifiable, as the set of vectors is incomplete. _;};g}g
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D. CD4090A 12-Stage Ripple Carry Binary Counter
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The gate-level diagrams for this device are shown in Fig. 8.6.
The transistor-level diagram was available. After consulting it, it

was found that the inverter with ¢ input is actually what we have

referred to as connected-OR.

The approximate average conductance is calculated below,

Common:
4 interters
2 2-input gates

1 inverter with connected-~OR

7 gates

One of 12 stages:
3 inverters
2 2-input gates

2 TGP, type 4

9 gates
Total:

Common (7 gates)

12 stages (108 gates)

115 gates

For the five chips, the measure supply current values are listed
in Table 8.10. Only four vectors were used. The normal and abnormal

supply current ranges are given in Table 8.11.

2 x 1.125

6.85 G

6.75

82.2

88.95 = M

. . et .l .
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Chip
1 2 3 4 5
Normal 0.3725,0.015 0.4975,0.005 - - 0.4275,0.015
Abnormal - - 2.4x10%,0 922.5,5 -
Abnormal - - 8.13x103,8x102 - -

Table 8.11: Leakage current ranges for CD4090A.

The normal and abnormal transistor conductances are listed in

Table 8.12.

Chip

1 2 3 4 5
Normal Con-
ductance Per  1.8x10° %3  3.74x10713 - - 3.18x107 13
Transistor

-7 -6

Abnormal - - 1.84x10 1.63x10 -
Transistor -7
Conductances - - 4.8%x10 - -

Table 8.12: Conductance for CD4090A.

For chips 3 and 4, supply current is abnormal for all four vectors.

Obviously, no suspected transistor set can be identified.

E. CD4042A Quadruple D Latch

Fig. 8.7 shows the gate-level diagram, which directly follows the
transistor-level diagram.

The approximate average conductance is calculated as follows.
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Common:
5 inverters

1 TGP, type 2

7 gates
One of 4 latches:
4 inverters

1 TGP, type 3

6 gates
Total:
Common (7 gates)

4 Latches (24 gates)

31 gates

are given in Table 8.13.

identified in Table 8.14.
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1 x 0.66

4.66 G

7
18.64

25.64 = M

For the three chips examined, the measured supply current values

The normal and abnormal ranges of values are

-« ST
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' Chip
1 2 3
L Normal 0.49,0 0.31,0 1.86x107},1.15x1072
Abnormal 941,0 3000,0 -

f%; Table 8.14: Leakage current ranges for CD4042A.

-’:

g

o

\ The normal and abnormal transistor conductance values obtained

-;: are given in Table 8.15.

o

' Chip

- 1 2 3

?: Normal Con-

5 ductance Per 1.27x107 12 8.06x10713 4.84x107 13
{ Transistor

.f Abnormal 8 7

:J Transistor 6.27x10" 2x10~ - AR

o Conductances e

- Table 8.15: Conductances for CD4042A. i}i}f.
:L'_T ‘

~. As only three vectors were used, it is difficult to analyze the el

e, )

-~ information. For chip 1, the values of 941 nA correlate with CL=0, as t T
y well as Q1=Q2=Q3=Q4=0. The suspected fault set is very large. For chip :jﬂjfii
" 2, the value of 3000 nA correlates with clock=0 and P=1. The suspected o
! fault-set is {N in inverter Gl, TG G2, P in inverter G3, N in inverter

- G4}.
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Overall Results

Fig. 8.8 shows the distribution of conductances of normal and

abnormal transistors on a logarithmic scale (with step-size of v 10).

The Y-axis for the normal per transistor conductance is the number of
chips in (X, X /10 ) region of conductance. The Y-axis for the

abnormal conductance is the number of transistors in (X, X /10 )

region of conductance. According to our computation, more than 4500
normal and 16 abnormal transistors are involved.

The normal part shows a sharp peak at about 10-12 ohm-l. The
abnormal part, also shows a peak at about 10-'7 ohm—l, but the distribu-
tion is quite flat. The gap between the two distributions (between

1.24)(10_11 and 8.89x10_9) is about three orders of magnitude wide. This

gap is vital to the leakage current testing method.

It should be noticed that the normal conductance distribution is
positioned between normal OFF conductance and normal ON conductance
values. Devices which have any transistors with OFF conductance close

to ON conductance (of about 10'-1 ohm) would probably be screened out

during conventional logical testing.

.;\.::‘-_:
Looking at the data, it appears that the normal per transistor ;;f?J
- conductance within a chip is fairly constant, although we did not seek izziii
f;; to obtain this distribution. This distribution would be quite difficult ::;TEI
é;; to obtain, and because of low variance (compared to other distributions),
[ it is probably not necessary to seek this with accuracy.
Variation of normal per transistor conductance among the chips
d is significant. This is an expected result. Different chips, even

“ though they may realize the same function, probably came from different
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i: manufacturing batches, different wafers, or at least different areas
g of the wafer. Still, normal per transistor conductance varies within
;z a narrower range as compared with the values of abnormal conductances.
Y Our analysis indicates that the total conductance (and hence the
{- static supply current) is not correlated with the number of transistors
12 in a direct way, as seen in Table 8.16 below. It seems to correlate
:; better with the number of gates. We had counted each transmission-
§
f: gate pair as two gates, if we count them as one, the correlation is
:% even better. In that case, perhaps one G per gate may be a useful rule
2' of thumb.
N
>
nj Conéuctance
! Device Transistors Gates (1) Gates(2) in G
<
o 4028 120 38 38 37.94
'; 4029 228 84 68 69.57
- 4034 432 208 192 174.20
.d 4040 232 115 91 88.95
;2 4042 62 31 26 22.64
N
e Gates(l), with TG pair counted as two, Gates(2) with TG pairs counted
' as one.
Table 8.16: Correlation of conductance with number of gates.
~ Probabilistic Analysis
AY
:: A probabilistic analysis of the problem will be complex and some
Es resonable assumptions would be required to keep the anzlysis tractable.
- These random variables are involved.
"a

4
. @

o
-

.
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-~ 1. The normal leakage conductance within a chip: A glance

at the experimental data suggests that the normal conductance

A

iz of transistors within a chip varies very little. With the

e

i: available data, it is not possible to obtain distribution of

- this random variable. However, as the distribution is very

Ei narrow, it can be assum:d to be Gaussian, uniform or even

-3

Ef: point (with no variance) distribution. Considering the range
:. of values involved (orders of magnitude) point distribution may
{3 be a good assumption.
’;3 2. Average normal leakage conductance among chips: The average

:i‘ normal leakage conductance has a very asymmetrical distribution,
;S as shown in Fig. 8.8. Because of the asymmetry, a Weibull or
'¥i Gamma distribution can be used.
{k' 3. Abnormal leakage conductance: This is also very asymmetrically
fi distributed. The distribution is very wide compared to

tg normal leakage conductance. A Weibull, Gamma or piecewise-

. linear distribution may be used.
iﬁ 4. Number of faulty transistors: For simplicity, we may assume :?
;? a fixed, small probability of any transistor being leaky.

X Thus the probability of only a single transistor being leaky

f;? on a chip 1s significantly larger than the probability of a

é; number of transistors being leaky. A bionominal distribution
. can be used.
v,
ﬁ; 5. Total normal chip conductance under an input-and-state vector:
i? For a given vector, the total conductance is equal to the

L

conductances contributed by each element (gate, complex cell,
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transmission-gate etc.). The conductance contributed by an
element can vary over a range of values. If the integrated circuit

is large, then by the law of large numbers, the distribution of

total normal conductance under a vector is approximately normal

or Gaussian.

The experimental data clearly indicates that the total conductance
values under differenf vectors are about equal, i.e. ¢/p(variance divided
by mean) is rather small. For the experimental data examined, ofy is
typically 0.1 or less (with a few exceptions). For VISI circuits
o/u should be even less, as there will be more convergence towards the
average value. The situations where o/y may not be small are possibly
(1) very low level integration devices, (2) very few vectors, and
(3) highly regular structures (like memories) with highly regular
signal values.

The fact that the total normal chip conductance values under all
vectors are about che same has a very important consequence as we
shall see below.

From the available experimental data, it can be seen that the ex-
cessive supply current values, when any leaky transistors are sensitized,

can be easily spotted by inspection (or by using simple algorithms if

the process was automated). For the five devices the number of
transistors vary in the range from 62 to 432.

- The following important question can be asked. Can the effect of
- a faulty transistor be spotted in a higher integration chip, say, with

10,000 or more transistors? The following is a very rough analysis.
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Let the appropriate average conductance for a device be n units
(G) and let the average normal per transistor conductance be C. Then
under any vector, the measured conductance value will be close to
n x C. If we assume that under different vectors, the supply current
(and hence the measured conductance) varies by up to 15%, the total nor-
mal conductance will be within n x C + 15%. Now if the minimum abnormal
conductance is Ca’ it can cause a measured conductance of n x C + 15%

+ Ca' The abnormal conductance will be apparent by inspection if

C 2 Cxngx 15

a 100
or
C
n _a 100
ST O* T
n
1fc = 10712 omm L, c, = 1078 ohm™!, then

n ¢ 1078 x 100
-12 15
10
or

n < 6.66x104.

A n is typically (according to data we have) 30-40% of the number

of transistors, in this example resolution will be obtained if

number of transistors < 6.66x10° x 100
35
< 1.90x10°,

This, of course, was a very rough calculation. The numbers would

obviously vary for different states of technology.
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IX. CONCLUSIONS -

“; This was necessarily a preliminary study. The basic question
posed was - can CMOS devices hive additional testability by using

.- leakage testing? The results obtained in this study indicate a posi-

o tive answer. However, further work is necessary before formal,

. directly applicable methodnlogy for test generation and information

extraction can be obtained. RIS

4
.
’

& .‘v

»
PR

One constraint this study faced was the lack of up to date and

41

extensive data. The five devices studied in the GE report were of
N wia’'le 1970's vintage. Technology has since then progressed significantly,
- and a look should be taken at the newer devices. The five devices were
not examined for all possible vectors. This would in fact be nearly

impossible for devices with large internal storage. Still, it may be }f;'i

.,.~.,
A
i4

noted that for CD4040A and CD4042Aa only 4 and 3 vectors, respectively,

were used. It was enough for the objectives of the GE report, but not

L
Ll

for this study:. We were, however,able to obtain v-ry useful insight

1

A

into the problem, and the data available had been valuable.
Information extraction by using equetion-solving approach appears

L to be of only limited promise. The main problem is noc the possible

size of set of equations. The fact that the number of independent

equat ions may be smaller than the number of variables can also be

%: partially overcome by usc of optimization-type techniques. The real

problem is the existence of non-linear terms, which we feel would b+

very diftficult to solve.
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™ Set-theoretic informatic extraction was considered only for some

ﬁ very simple cases. This is a very powerful approach and should be

&

< investigated. It will require only a moderate amount of compution.

W For devices with lower levels of integration (lower LSI level) it should

-g be straightforward to use. To study the resolution, data for current

1)

f: technology will have to be obtained. The data we analyzed shows,

A very significantly, a gap of about 3 orders of magnitude between the

-; normal and abnormal leakage curves, This suggests that good resolution

-

:ﬁ can be¢ obtained.

% A very significant result of this study was that a relationship
}z between stuck-at 0 and 1 testing and leakage testing exists. It also

S

:: exists for stuck-on, stuck-open testing.

.:\

- Some shorted transistors, which cannot be tested by ordinary
{w logical testing, can be easily tested by leakage testing. Leakage

j: testing is also very effective for detecting shorts, although short faults

,.

- were not examined in detail in this study.
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MISSION
of
Rome Air Development Center

RADC plans and executes nreseanrch, development, test and

delected acquisition programs in support of Command, Control
Communications and Intelligence (C31) activities. Technical
and engineening support within areas of téchnical competence

< 48 provided to ESD Program Offices (P0s) and othen ESD
e elements. The principal technical mission areas are %
[ - communications, electromagnetic guidance and contrnol, sun- 0

veillance of ground and aerospace objects, intelligence data
collection and handling, infonmation system technology,
dLonospheric propagation, solid state dciences, microwave
physics and electronic reliability, maintainability and
compatibility,
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